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Abstract 
Computer hacking committed by young adults has become an epidemic that threatens the social and 
economic prosperity brought by information technology around the world. In this study, we extend 
previous studies on computer hackers with a cross cultural approach by comparing sources of 
influence on computer hacking in two countries: China and the United States. This comparative study 
yielded some significant insights about the contributing factors to the computer hacking phenomenon 
in these two countries. While some factors are consistent, others are distinctly different, across the 
two samples. We find that moral beliefs about computer hacking are the most consistent antidote 
against computer hacking intentions among the Chinese and the American college students. On the 
other hand, we find that playing computer games (team sports) significantly increases (decreases) the 
intention to computer hacking in the Chinese college students, but has no significant effect on the 
American college students. In addition, we find that hypotheses based on routine activity and self-
control theories are modestly supported by the two samples; however, each sample supports distinct 
dimensions of the two theories. Hofstede’s national cultural framework provides salient explanations 
to these differences in the two samples.      
Keywords: computer hacking, self-control, moral beliefs, routine activity theory, cross-culture. 
 
1 INTRODUCTION 
Hacking into corporate IT systems and individuals’ computers has become a major organized 
economic activity aiming for significant profits perpetrated largely by underground networks of 
criminals and organized crimes on a global scale (Anderson et al. 2008; Gilman 2009). Recent events 
related to Sony PlayStation Network services where information about 77 million customer accounts 
were stolen (Pham 2011) and Bank of America where about $10 million were stolen from customer 
accounts (Kitten 2011) only highlight the severity of the hacking epidemic in today’s networked 
global economy. In a study of college students in three US universities, Cronan et al. (2006) found 
that 34% of the respondents admitted to committing some form of software misuse or piracy and 22% 
admitted to committing data misuse during their lifetimes, and the percentages are much higher 
among the computer information systems majors as compared to other non-computer related majors.  
A larger question is how and why these seemingly talented and extremely computer savvy individuals 
who could have productive careers in the IT profession may become computer hackers and even 
criminals. In recent years, significant research has been devoted to understanding why talented young 
people become computer hackers (e.g., Taylor, 1999; Schell & Dodge 2002; Yar 2005; Xu et al. 
2013). On the other hand, rigorous academic research about computer hackers, especially those with 
empirical evidence, has been scarce in the literature, other than a few notable exceptions (e.g., Rogers 
et al. 2006a; Bossler & Burruss 2011; Hu et al. 2012). However, a majority of the research on hackers 
and computer hacking remains qualitative and anecdotal in nature (e.g., Hollinger 1991; Halbert 1997; 
Schell & Dodge 2002; Leeson & Coyne 2005; Cross 2006). Some scholars have resorted to 
criminological theories when studying computer hackers (e.g., Bossler & Burrus 2011; Rogers et al. 
2006a; Yar 2005; Taylor, 1999), while others seek insights from economic theories (e.g., Leeson & 
Coyne 2005; Kshetri 2006).  
As a consequence, there are no consistent and widely accepted theories or theoretical frameworks in 
the research literature about why computer hackers emerge and how computer hackers develop. 
Therefore, there are no clear and effective guidelines about how to prevent talented computer savvy 
young high school and college students from becoming computer hackers and criminals. In this study, 
we intend to address one aspect of this gap in the research literature by extending the previous studies 
(Hu et al. 2012; Xu et al. 2013) with a cross cultural approach by comparing the causes of computer 
hacking in two distinct populations – Chinese and American college students. This comparative study 
has yielded some significant insights about the youth computer hacking epidemic in these two 
countries. While we found that some contributing factors are consistent, others are distinctly different 
across the two samples. Given the similarity between the demographic characteristics of the two 
samples, we explain the differences using the cultural values of the two countries based on Hofstede 
(2001) national cultural framework.      
2 THEORY AND HYPOTHESIS DEVELOPMENT 
The majority of academic research on computer hackers has adopted a crime perspective and used 
criminological theories as the lens of analysis. In this study, we rely on three most widely used 
criminological theories in computer hacker literature to understand the sources of influence on young 
adults’ computer hacking behavior: self-control, routine activity, and moral development.  
2.1 Self-Control Theory of Crime 
As one of the most widely accepted criminological theories, self-control theory of crime – also known 
as the general theory of crime by Gottfredson and Hirschi (1990) – is also frequently used in computer 
hacker research for explaining and predicting computer hacking behavior. The core thesis of the 
theory is that what differentiates criminals from non-criminals in the population are the characteristics 
of low self-control, which are usually formed early in life and tend to be stable throughout the life of 
an individual (Gottfredson & Hirschi 1990). The characteristics of low self-control include 
impulsiveness, risk taking, self-centeredness, high temper, and preference to simple and physical tasks 
(Grasmick et al. 1993).  
 
With the hypothesis that individuals with low self-control are more likely to commit computer 
hacking and  using data collected from 566 college students in an American university and multiple 
structural equation models (SEM), Bossler and Burruss (2011) found that when low self-control is 
entered as the only primary predictor to computer hacking behavior, it is indeed strong and significant, 
consistent with the prediction of the theory. When social learning construct is integrated in the model, 
however, the effect of low self-control is weaker and opposite to what is hypothesized; rather, it is the 
social learning that strongly predicts computer hacking behavior. Further examination of the indirect 
impact of low self-control by the authors suggested that individuals with lower levels of self-control 
became involved in the hacker social learning process, increasing the odds of their committing 
computer hacking. These findings were supported by another study of deviant behaviors among 
college students involving computers (Holt et al. 2011). There is convincing evidence in the literature 
that self-control is a strong source of influence on an individual’s intention to commit computer 
hacking. Thus, we propose: 
 
Hypothesis 1: An individual’s level of self-control, such as the degree of impulsiveness, risk taking, 
temper control, self-centeredness, and preference to simple and physical tasks, is a strong predictor of 
likelihood of future hacking behavior.  
2.2 Routine Activity Theory of Crime 
Routine activity theory by Cohn and Felson (1979) is one of the most radical criminological theories 
in the sense that it attributes the increase of criminal activities to the modernization and urbanization 
of the society. This theory argues that the routine activities of modern life, such as the bedroom 
communities near urban centers, create a large number of suitable targets (e.g., homes with valuable 
and portable goods) without the presence of capable guardians (e.g., home owners and police officers) 
for the motivated offenders (e.g., individuals with criminal intent). When the time and space of these 
three elements converge, a crime is likely to occur. We notice that there is a striking parallel between 
what Cohn and Felson (1979) described about how urbanization of society contributed to the increase 
of property crimes and what we have observed about how computer and Internet technology 
contributed to the proliferation of computer hacking activities and computer crimes. The rapid 
development and deployment of computer systems and applications result in plenty of information 
security holes in the systems that store valuable digital assets, making them attractive targets for 
potential offenders. In addition, most organizations are connected to the Internet, and their vast 
networks of computer servers and databases are natural targets due to the tremendous value of 
information on these computers and the innate vulnerabilities of the Internet (open architecture of 
DNS, TCP/IP, HTTP, SMTP, and other essential protocols) and popular computer operating systems 
and applications (e.g., Microsoft Windows and Internet Information Server, Internet Explorer, and 
SQL Server).   
 
Reported computer hacking episodes in the news media show that anyone with adequate computer 
skills and enough determination will be able to hack into a targeted computer system for whatever 
objectives. Xu et al. (2011) found general extracurricular activities (e.g., sports) may make 
adolescents focus less on online activities and thus reduce the motivation for online deviant behavior. 
In a previous study of computer hackers, Hu et al. (2012) reported that one significant factor that 
differentiates hackers from other talented college students is how they spend their daily time on 
various activities: homework, computer games, team sports, and association with other hackers. While 
motivation for computer hacking is a complex matter, we argue that the more time an individual 
spends on non-computer related activities, the less likely the individual will be motivated to carry out 
computer hacks, other factors being equal. Therefore, we propose:        
Hypothesis 2: An individual’s time allocations in regular routines, such as hours spent on homework, 
sports activities, and computer games, are a strong predictor of likelihood of future hacking behavior.  
2.3 Moral Beliefs and Moral Judgment Theory 
Another interesting criminological theory that integrates rational choice and moral delinquency 
theories is the situational action theory by Wikström (2004, 2006), which bears strong resemblance to 
situated cognition theory but in different contexts. This theory argues that “to explain acts of crime is 
to explain what moves individuals to break moral rules defined in law” and that “people are moved to 
action (including acts of crime) by how they see their action alternatives and make their choices when 
confronted with the particularities of a setting” (Wikström 2006, p. 61, italic original). Therefore, 
what differentiates criminals from law-abiding individuals lies in what alternatives they see and what 
choices they make in a particular setting. The theory further argues that what they see and what they 
choose all depend on who they are (i.e. their knowledge and skill, experiences, and morality) and the 
characteristics of the setting (e.g., opportunities, frictions, and their moral context).  
The moral judgment issue has been noted in the studies of computer hackers. Citing the research 
literature, Yar (2005) attributed two primary causes to the “youth problem” in computer hacking. The 
first is the adolescence as a period of inevitable psychological turmoil and crisis that help account for 
youthful participation in various forms of “delinquent” and “anti-social” behavior. The second is the 
apparent “ethical deficit” among juveniles which disposes them toward law- and rule-breaking 
behaviors. This argument is consistent with the criminological theories of developmental psychology 
which argues that when individuals move from childhood to adulthood, they pass through a number of 
stages of moral learning; and it is only with “maturity” that these individuals are fully able to 
appreciate and apply moral principles to regulate their own and others’ behavior (Hollin 2002). 
In this study, we refocus the attention to the moral judgment issue in understanding computer hackers. 
A case study by Xu et al. (2013) revealed that hackers are motivated by a variety of factors, such as 
for fun, curiosity, learning, friend, revenge, justice, survival, and profit; however, the one main factor 
that differentiates an inquisitive student who play around with computers and systems from a 
computer hacker who commits computer crimes is the moral beliefs and moral judgment about the 
intended acts. Therefore, according to the situational action theory, one thing that may significantly 
influence the decision on whether to hack or not is the individual’s moral belief on whether the action 
is right or wrong. Thus, we propose:   
Hypothesis 3: An individual’s moral beliefs about the right or wrong of a specific hacking behavior, 
such as hacking for fun, hacking for learning, and hacking for profit, is a strong predictor of 
likelihood of future hacking behavior.  
2.4 Self-Efficacy  
Bandura (1977) first proposed self-efficacy in a study about individual behavior and defined it as an 
individual’s conviction that he or she can successfully execute the behavior required to produce the 
expected outcomes. “Not only can perceived self-efficacy have directive influence on choice of 
activities and settings, but, through expectations of eventual success, it can affect coping efforts once 
they are initiated. Efficacy expectations determine how much effort people will expend and how long 
they will persist in the face of obstacles and aversive experiences” (Bandura 1977, p. 194). The 
concept of self-efficacy has been widely used in the studies of individual behavior in the subsequent 
literature (Gist & Mitchell, 1992). Although it is often not the main theoretical construct in the 
mainstream individual behavioral theories, such as theory of planned behavior (TPB) (Ajzen, 1991), 
technology acceptance model (TAM) (Davis, 1989), and protection motivation theory (PMT) (Rogers, 
1975), it is frequently used as an antecedent to the main theoretical constructs or additional construct 
in the focal research models (Dinev & Hu 2007; Yi & Hwang 2003; Compeau & Higgins 1995; 
Igbaria & Iivari 1995).  
In recent studies of individual behavior in the context of information security, self-efficacy has been 
frequently used as a direct cause to behavioral intentions. For example, Bulgurcu et al. (2010) found 
that an employee’s self-efficacy to comply with information security policies significantly impacts his 
or her intention to comply. Similarly, in a study on how fear motivates individual to act to protect 
themselves from spyware, Johnston and Warkentin (2010) found that an individual’s self-efficacy has 
a strong impact on his or her intention to act. Interestingly, Herath and Rao (2009) found that self-
efficacy as a significant antecedent to employee attitude toward compliance as well as a direct cause 
to employee intention to comply with information security policies.  
In this study, instead of focusing on self-efficacy itself, which is a perception by the focal individual 
in a specific task context, like most of the prior studies, we focus on the experiential and performance 
factors that contribute to one’s self efficacy toward computer hacking. Bandura (1977) articulated 
four main sources of self-efficacy: performance accomplishments, vicarious experience, verbal 
persuasion, and physiological states. Similarly, Gist and Mitchell (1992) argued that self-efficacy 
changes as a result of learning, experience, and feedback. In a case study about computer hackers, Xu 
et al. (2013) found that the computer hacker subjects they interviewed share some common 
experiences when they were growing up and in their high school and college years. For example, all 
but one subject were involved in computer programing when they were in middle school and 
participated in national and regional programming competitions. All of them had involved in 
variations of computer hacking activities while in high school or college. Based on these studies, we 
argue that:        
Hypothesis 4: An individual’s self-efficacy with computer programming, as a result of participation in 
computer clubs and programming competitions, learning programming at young age, and owning 
personal computers is a strong predictor of likelihood of future hacking behavior.  
3 DATA AND METHOD 
The survey instrument was developed based on the results of a case study on computer hackers by Xu 
et al. (2013) guided among others by the three criminological theories reviewed above. Given the 
similarity between hacking and criminal behavior, we followed the methodology of criminological 
research when developing the survey instrument (e.g., Batchman et al. 1992; Paternoster & Simpson 
1996; Piquero & Tibbetts 1996). The primary feature of the methodology is the use of scenarios in 
order to solicit the responses to perceived deviant or criminal behavior from common subjects who 
may or may not have committed the acts described in these scenarios. The computer hacking episodes 
described by the computer hackers in the case study (Xu et al. 2013) and reported in the news media 
are the primary sources for constructing the scenarios. Since these scenarios describe fictitious 
situations and the respondents are asked what they “could” or “would” do under the same or similar 
situations, rather than what they “did” or “have done”, the pressure to falsify information is less 
strong, thus reliable responses are more likely to be acquired.  
3.1 Variables and Measurement 
The self-control constructs were measured using the standard items of Grasmick et al. (1993) based 
on a seven-point Likert scale, and moral beliefs and hacking behavior constructs were measured based 
on 11-point scales. The rest of the items were direct measurement of focal activities, such as hours 
spent on computer games, sports, and homework. Table 1 presents the constructs, variables, and 
operationalization of these constructs and variables.  This questionnaire was then reviewed by a panel 
of faculty experts who are familiar with information security research for face validity. Minor changes 
were made to the questionnaire based on the feedback from these experts.   
 
Constructs Variables Definition Measurement 
Routine 
Activities 
CourseTaken Number of courses taken during a semester Course/semester 
CompterUse Number of hours using computers Hours/day 
Homework Number of hours doing homework  Hours/day 
SocialNetworking Number of hours using social networking sites Hours/day 
WebSurfing Number of hours surfing the Web Hours/day 
ComputerGame Number of hours playing computer games Hours/day 
TeamSports Number of hours participating in sports Hours/day 
Self-Efficacy EarlyInterest When the student became interested in computers School year  
ProgStart When the student started to program computers School year 
ProgClubs 
When the student joined computer programming 
clubs 
School year 
ProgCompetition 
When the student started to participate in 
programming competitions 
School year 
UnauthorizedAccess 
When the student was able to access computer 
systems without authorization  
School year 
SelfLearning 
When the student was able to learn advanced 
programming on his/her own 
School year  
FirstCompAward 
When the student won the first computer 
competition prize  
School year 
FirstComputer When the student own his/her first computer School year 
Self-Control Impulsiveness The tendency to behave impulsively 7-point Likert scale 
Risk Taking The tendency to take risk 7-point Likert scale 
Self-Centered The degree of self-centeredness 7-point Likert scale 
Simple Task The preference to simple tasks 7-point Likert scale 
Physical Activity The preference to physical activities 7-point Likert scale 
Temper The tendency to lose temper 7-point Likert scale 
Moral Beliefs Moral beliefs about 
a specific hacking 
activity 
Individual’s judgment about how wrong it is to 
conduct the hacking activity described in a 
scenario 
0 – 10 scale, 0 being 
nothing wrong, 10 
being completely 
wrong 
Hacking 
Intention 
Likelihood of 
hacking 
Individual’s assessment about how likely he/she 
would conduct the hacking activity described in a 
scenario 
0 – 10 scale, 0 being 
no chance, 10 being 
highly likely 
Table 1. Constructs, Variables, and Measurements 
3.2 Profiles of the Respondents 
Undergraduate students enrolled in MIS, Computer Science, and Electrical Engineering classes at one 
major university in China and another major university in the US were selected as subjects of the 
survey, because these students are most likely to have the motivation and the ability to conduct 
computer hacking activities, and perhaps the experience of hacking as well. In all, 213 and 187 
surveys were distributed in classes in the two universities and all of them were completed, collected, 
and deemed usable. The effective return rate therefore is 100% primarily because of the cooperation 
of the instructors and the presence of the research assistants in each data collection classroom. 
Moreover either a small credit toward grades or a small token gift was used in the classes to motivate 
the students to complete the surveys.  Tables 2 and 3 show the demographic and activity 
characteristics of the respondents.   
 
Category Indicator  
Chinese Sample (N=213) American Sample (N=187) 
Frequency Percent (%) Frequency Percent (%) 
Gender 
M 141 66.2 158 84.5 
F 72 33.8 29 15.5 
Age 
<20 29 13.6 95 50.5 
20 88 41.3 39 20.7 
21 52 24.4 34 18.1 
22 27 12.7 10 5.3 
>22 15 7.0 9 4.8 
Class 
Freshman 39 18.3 42 22.3 
Sophomore 93 43.7 79 42.0 
Junior 57 26.8 35 18.6 
Senior 22 10.3 31 16.5 
Major 
CS 130 61.0 49 26.1 
MIS 52 24.4 42 22.3 
EE 23 10.8 52 27.7 
Other 7 3.3 44 23.4 
Table 2. Demographic Profile of the Respondents 
 Activities 
Chinese Sample (N=213) American Sample (N=187) 
Mean Median S. D. Mean Median S. D. 
GPA 2.73 3.00 0.75 2.86 3.00 0.97 
CoursesTaken 6.14 7.00 1.16 4.23 4.00 0.59 
CompUse (hr) 3.34 3.00 1.38 5.24 5.00 2.26 
Homework (hr) 1.79 1.00 1.11 3.07 3.00 1.24 
SocialNetworking (hr) 1.24 1.00 0.71 2.05 1.50 1.91 
Web Surf (hr) 1.98 1.00 1.32 2.58 3.00 1.74 
Computer  Game (hr) 1.22 1.00 0.66 1.79 1.00 2.16 
Team Sports (hr) 1.07 1.00 0.40 1.21 1.00 1.37 
Table 3. Activity Characteristics of the Respondents 
4 RESULTS  
We now present the comparative analyses of the two samples to show the differences in motivations 
between Chinese and American students and explore the cultural roots for these differences. Given the 
nature of the data and the hypotheses, we used ordinary least square (OLS) regression to test the effect 
of different variables on the dependent variables – likelihood of hacking in various scenarios: for fun, 
friends, curiosity, learning, revenge, justice, survival, and profit. Eight linear regression models were 
constructed based on eight scenarios, using the response to likelihood of hacking in each of the 
scenarios as dependent variable, and the routine activities (7 variables),  antecedents of self-efficacy 
(8 variables), and self-control (6 variables), plus one moral belief variable associated with each 
scenario, as independent variables for all eight regression models. The results of the regression 
analyses are presented in Table 4 through Table 7. Note that the data related to the Chinese sample 
were previously reported in Hu et al. (2012).   
 
Independent 
Variables 
  
For Fun For Friends 
Chinese American Chinese American 
Beta T Beta t Beta t Beta t 
(Constant) 2.823 1.034 4.412 1.400 5.689 2.158 3.268 1.116 
Gender -1.815*** -3.721 -.966 -1.553 -1.600*** -3.394 .024 .042 
Age -.012 -.041 -.438 -1.501 -.389 -1.357 .030 .109 
Grade -.164 -.411 .589* 1.648 -.119 -.309 .247 .742 
Major .393 1.347 -.124 -.595 -.006 -.021 .082 .425 
GPA .163 .558 .120 .510 .050 .176 .624*** 2.842 
NumOfCourses .132 .593 -.347 -.948 -.203 -.947 -.507 -1.488 
AveCompUseHr .271 1.349 -.016 -.110 .153 .789 .030 .224 
AveHomeworkHr .166 .800 .031 .158 .023 .114 .047 .257 
AveSocNetHr -.310 -.844 -.087 -.577 .175 .497 -.036 -.257 
AveWebSurfHr .151 .675 .313** 2.306 -.004 -.017 .087 .688 
AveGamePlayHr 1.099*** 2.699 .100 .696 .990** 2.519 .004 .029 
AveSportPlayHr -1.408** -2.105 -.159 -.933 -1.961*** -3.062 .022 .140 
EarlyInterests .187 .961 .090 .414 .242 1.283 .502** 2.484 
ProgStart .126 .424 .290 .963 .146 .512 -.028 -.099 
ProgClubs -.155 -.578 -.283 -1.364 .267 1.030 -.219 -1.139 
ProgCompetitions -.840* -1.660 .501 .869 -.576 -1.178 .160 .299 
UnauthorizedAccess .092 .354 -.427** -2.534 .234 .938 .010 .065 
SelfLearning .200 .967 .103 .457 -.149 -.747 -.361* -1.709 
FirstCompAward 1.125** 2.161 -.120 -.274 .738 1.468 -.328 -.810 
FirstComputer .135 .650 -.195 -.847 .241 1.205 -.251 -1.157 
Impulsive .165 .835 -.030 -.121 .192 1.009 -.153 -.657 
RiskSeeking .468*** 2.624 .432** 2.055 .214 1.247 .542*** 2.862 
SelfCentered -.279 -1.164 -.077 -.347 -.215 -.908 .155 .751 
SimpleTask -.130 -.564 -.105 -.532 -.018 -.082 .425** 2.300 
PhysicalActivity -.121 -.548 .368 1.789 .251 1.179 .401** 2.100 
Temper .346* 1.695 .461*** 2.462 .445** 2.255 .046 .263 
Moral Belief -.485*** -5.654 -.507*** -6.503 -.581*** -7.319 -0.508*** -6.910 
R2 .361   .459   .422   .479   
R2-Adj. .264   .367   .334   .390   
F 3.726 *** 4.990 *** 4.805 *** 5.412 *** 
Table 4. Results for hacking for fun and friends  
 
Independent 
Variables 
  
For Curiosity For Learning 
Chinese American Chinese American 
Beta t Beta t Beta t Beta t 
(Constant) 1.265 .562 8.605 3.132 3.026 1.765 3.860 1.522 
Gender -1.465*** -3.732 -.045 -.085 -.369 -1.236 -.140 -.290 
Age .091 .381 -.397 -1.603 -.041 -.224 .051 .225 
Grade -.104 -.321 .494 1.628 -.111 -.450 .376 1.360 
Major .113 .473 .154 .872 .056 .313 -.009 -.056 
GPA .308 1.303 .178 .890 -.298* -1.669 -.103 -.563 
NumOfCourses .051 .287 -.256 -.824 -.041 -.300 .237 .836 
AveCompUseHr -.061 -.375 .074 .606 .026 .215 .235** 2.102 
AveHomeworkHr .360** 2.145 .225 1.377 .103 .813 .084 .563 
AveSocNetHr .541* 1.844 .080 .623 .265 1.185 -.106 -.900 
AveWebSurfHr -.010 -.055 .018 .155 .071 .530 -.183* -1.739 
AveGamePlayHr .964*** 2.941 -.015 -.120 .913*** 3.657 .011 .101 
AveSportPlayHr -1.410*** -2.608 .111 .782 -.930** -2.269 -.003 -.025 
EarlyInterests .145 .909 -.162 -.871 .357*** 3.004 .195 1.164 
ProgAbility -.053 -.221 -.124 -.484 -.061 -.337 -.318 -1.360 
ProgStart .280 1.292 .286 1.623 .254 1.549 -.030 -.187 
ProgCompetitions -.585 -1.437 -.405 -.831 -.173 -.558 -.474 -1.066 
UnauthorizedAccess -.051 -.244 -.437*** -3.050 -.097 -.614 .036 .276 
SelfLearning .056 .334 .263 1.357 -.027 -.211 .012 .066 
FirstCompAward .632 1.503 -.111 -.302 .051 .159 -.025 -.073 
FirstComputer .126 .755 -.632*** -3.240 -.030 -.239 -.551*** -3.077 
Impulsive .029 .183 -.048 -.226 -.019 -.161 -.056 -.290 
RiskSeeking .080 .560 .172 1.003 .081 .744 .676*** 4.261 
SelfCentered -.150 -.783 .252 1.333 .163 1.120 -.319* -1.849 
SimpleTask .287 1.548 .260 1.545 -.224 -1.584 .445*** 2.875 
PhysicalActivity -.221 -1.243 .086 .493 -.129 -.943 -.072 -.451 
Temper .439*** 2.660 .115 .726 .242* 1.934 .047 .324 
Moral Belief -.353*** -4.111 -0.724*** -7.591 -.234*** -3.515 -.344*** -4.768 
R2 .359   .466   .278   .412   
R2-Adj. .262   .376   .169   .312   
F 3.699 *** 5.145 *** 2.541 *** 4.124 *** 
Table 5. Results for hacking for curiosity and learning  
 
Independent 
Variables  
For Revenge For Justice 
Chinese American Chinese American 
Beta t Beta t Beta t Beta t 
(Constant) 4.775 2.945 7.015 2.418 6.330 2.620 7.020 2.747 
Gender -.570** -1.988 -.658 -1.179 -1.253*** -2.856 -.760 -1.530 
Age .106 .602 -.332 -1.261 -.124 -.471 -.083 -.350 
Grade -.282 -1.199 .741** 2.288 -.033 -.092 .446 1.546 
Major .020 .117 .272 1.449 -.166 -.640 .046 .277 
GPA .063 .364 -.061 -.286 -.113 -.434 -.447** -2.363 
NumOfCourses -.002 -.018 -.188 -.570 .003 .016 .249 .851 
AveCompUseHr -.043 -.361 -.008 -.062 -.199 -1.113 .055 .478 
AveHomeworkHr -.002 -.015 .556*** 3.159 .254 1.353 .258* 1.667 
AveSocNetHr .303 1.413 -.038 -.278 -.047 -.144 .048 .394 
AveWebSurfHr .075 .580 .031 .256 .210 1.073 -.073 -.665 
AveGamePlayHr .738*** 3.078 .201 1.551 .642* 1.752 .174 1.499 
AveSportPlayHr -1.122*** -2.853 .176 1.161 -1.562*** -2.663 -.117 -.863 
EarlyInterests .058 .504 -.064 -.324 .024 .138 .118 .678 
ProgStart .214 1.237 -.414 -1.525 .366 1.396 .047 .196 
ProgClubs .036 .230 -.085 -.454 -.318 -1.334 -.084 -.508 
ProgCompetitions -.197 -.660 .084 .163 -.522 -1.158 -.355 -.773 
UnauthorizedAccess -.036 -.234 -.364** -2.390 .486** 2.121 -.037 -.277 
SelfLearning .015 .125 .071 .346 -.118 -.634 -.010 -.054 
FirstCompAward .064 .208 -.364 -.933 .649 1.397 -.018 -.053 
FirstComputer .014 .116 -.234 -1.130 .218 1.181 -.260 -1.409 
Impulsive -.023 -.198 -.099 -.435 .437** 2.493 .042 .209 
RiskSeeking .191* 1.834 .557*** 2.986 .101 .639 .352** 2.187 
SelfCentered .021 .148 .279 1.385 -.189 -.894 -.119 -.666 
SimpleTask -.243* -1.790 .053 .292 .020 .097 -.095 -.601 
PhysicalActivity -.039 -.299 -.029 -.155 .067 .340 -.136 -.824 
Temper .204* 1.699 .125 .738 .245 1.329 .075 .499 
Moral Belief -.428*** -7.260 -.593*** -7.539 -.683*** -10.734 -.552*** -8.433 
R2 .385   .499   .565   .468   
R2-Adj. .292   .414   .499   .378   
F 4.111 *** 5.875 *** 8.553 *** 5.184 *** 
Table 6. Results for hacking for revenge and justice  
 
Independent 
Variables 
   
For Survival For Profit 
Chinese American Chinese American 
Beta t Beta t Beta t Beta t 
(Constant) 2.823 1.034 4.412 1.400 5.689 2.158 3.268 1.116 
Gender -1.815*** -3.721 -.966 -1.553 -1.600*** -3.394 .024 .042 
Age -.012 -.041 -.438 -1.501 -.389 -1.357 .030 .109 
Grade -.164 -.411 .589* 1.648 -.119 -.309 .247 .742 
Major .393 1.347 -.124 -.595 -.006 -.021 .082 .425 
GPA .163 .558 .120 .510 .050 .176 .624*** 2.842 
NumOfCourses .132 .593 -.347 -.948 -.203 -.947 -.507 -1.488 
AveCompUseHr .271 1.349 -.016 -.110 .153 .789 .030 .224 
AveHomeworkHr .166 .800 .031 .158 .023 .114 .047 .257 
AveSocNetHr -.310 -.844 -.087 -.577 .175 .497 -.036 -.257 
AveWebSurfHr .151 .675 .313** 2.306 -.004 -.017 .087 .688 
AveGamePlayHr 1.099*** 2.699 .100 .696 .990** 2.519 .004 .029 
AveSportPlayHr -1.408** -2.105 -.159 -.933 -1.961*** -3.062 .022 .140 
EarlyInterests .187 .961 .090 .414 .242 1.283 .502** 2.484 
ProgStart .126 .424 .290 .963 .146 .512 -.028 -.099 
ProgClubs -.155 -.578 -.283 -1.364 .267 1.030 -.219 -1.139 
ProgCompetitions -.840* -1.660 .501 .869 -.576 -1.178 .160 .299 
UnauthorizedAccess .092 .354 -.427** -2.534 .234 .938 .010 .065 
SelfLearning .200 .967 .103 .457 -.149 -.747 -.361* -1.709 
FirstCompAward 1.125** 2.161 -.120 -.274 .738 1.468 -.328 -.810 
FirstComputer .135 .650 -.195 -.847 .241 1.205 -.251 -1.157 
Impulsive .165 .835 -.030 -.121 .192 1.009 -.153 -.657 
RiskSeeking .468*** 2.624 .432** 2.055 .214 1.247 .542*** 2.862 
SelfCentered -.279 -1.164 -.077 -.347 -.215 -.908 .155 .751 
SimpleTask -.130 -.564 -.105 -.532 -.018 -.082 .425** 2.300 
PhysicalActivity -.121 -.548 .368* 1.789 .251 1.179 .401** 2.100 
Temper .346* 1.695 .461** 2.462 .445** 2.255 .046 .263 
Moral Belief -.485*** -5.654 -.507*** -6.503 -.581*** -7.319 -0.508*** -6.910 
R2 .361   .459   .422   .479   
R2-Adj. .264   .367   .334   .390   
F 3.726 *** 4.990 *** 4.805 *** 5.412 *** 
Table 7. Results for hacking for survival and profit  
5 DISCUSSION 
As it is shown, the only consistent support in both samples is related to H3, indicating that moral 
beliefs about the hacking behavior is a strong inhibitor to hacking intentions in both countries. The 
support to the other three hypotheses (H1, H2, and H4) is mixed, reflecting a complex mix of sources 
of influence. We also see that there are some significant differences in the test statistics across the two 
samples. Given the fact that these two samples are very similar in terms of respondent profiles and 
demographics, as they are shown in Tables 2 and 3, it is logical to argue that the differences are most 
likely rooted in the differences of national cultures between the two countries. For comparison, Table 
8 shows the national cultural value indices of China and the US based on Hofstede (2001) framework. 
Note that cultural values for China are acquired from the Hofstede website (http://geert-
hofstede.com/countries.html). 
  
Country Power 
Distance  
Uncertainty 
Avoidance 
Individualism Masculinity Long-Term 
Orientation 
US 40 46 91 62 29 
China 80 30 20 66 118 
Table 8.  National Cultural Values of China and United States   
The characteristics of self-control appear to predicate the hacking intentions of the American students 
better than those of the Chinese students. More specifically, “Risk Seeking” is a strong predictor for 
the American students (significant at p < 0.05 level or better in 7 out of 8 regression models), and a 
weak predictor for the Chinese students (significant at p < 0.05 level or better in 2 out of 8 regression 
models). On the other hand, “Temper” is a modest predictor for the Chinese students (significant at p 
< 0.1 level or better in 7 out of 8 regression models), and a weak predictor for the American students 
(significant at p < 0.1 level or better in 2 out of 8 regression models). These differences may be 
explained with the differences in national cultural values. As it is shown in Table 8, the US is 
significantly higher than China on “Individualism” value (91 vs. 20), and China is significantly higher 
than the US on “Long-term orientation” value (118 vs. 29). For students with strong individualistic 
beliefs and attitudes and short-term orientation, they are more likely to take on risky behaviors such as 
computer hacking because they are less concerned about how others in their family and social circles 
would think of their behavior and the long term consequences, compared to those with strong 
collective beliefs and attitudes and long-term orientation, which explains why “Risk Seeking” is a 
better predictor for the American students than for the Chinese students. On the other hand, a 
collective society that emphasizes long-term achievement may constrain individual expression so 
much that those who have high temper might be significantly different than the rest in terms of ability 
to control their behavior compared to those in a more individualistic and short-term oriented society. 
This may explain why “temper” is a stronger predictor for Chinese students than for American 
students.        
The characteristics of routine activities appear to predicate the hacking intentions of the Chinese 
students better than those of the American students. More specifically, “Playing Computer Games” 
and “Playing Team Sports” are strong predictors for the Chinese students (significant at p < 0.05 or 
better in 8 out of 8 regression models), but not good predictors at all for the American students (not 
significant in all 8 regression models).  On the other hand, other individual activities, such as “Doing 
Homework” and “Surfing the Web,” are modest predictors for the American students (significant at p 
< 0.05 or better in 5 out of 8 regression models) but not a predictor at all for the Chinese students (not 
significant in all 8 regression models). Cultural differences between the two samples may again 
explain the different results. In a strongly collective society like China, a good college student is 
expected to be involved in many group activities such as team sports, and those who spend a lot of 
time on computer games may have social and psychological issues that are inconsistent with the 
society’s expectations. On the other hand, in an individualistic society like the US, such expectations 
for college students and biases against playing computer games may not be as strong as they are in 
China. Therefore, whether a student spends much time on computer games or on team sports is a 
stronger differentiator for Chinese college students than for American college students in terms of 
potential for adolescent deviant behavior. On the other hand, the modest positive impact of time spent 
on “doing homework,” “using computers,” or “surfing the web” on computer hacking intention in the 
American sample but not in the Chinese sample may be a reflection of differences in overall self-
efficacy on computer skills – over 96% in Chinese sample are in CS, EE, and MIS major, as 
compared to 76% in the American sample.      
Interestingly, there are no consistent differences between the two samples in terms of other computer 
self-efficacy related variables. Most of the computer self-efficacy related variables are inconsistent 
and insignificant in both samples, with one notable exception. The variable “unauthorized access” 
measures how early in terms of grade level an individual was able to hack into computer systems. It is 
a modest predictor for the American students (significant at p < 0.05 or better in 4 of the 8 regression 
models), but not a good predictor for the Chinese students (significant at p < 0.05 in only 1 of the 8 
regression models, and it has the wrong sign against the hypothesis). Cultural difference may be an 
important explanation for this result. In a strongly collective society such as China, individuals are 
more concerned about how others in their family and social groups think of them and their behavior. 
Thus, if a young middle school or high school student had ventured into computer hacking activities, 
he would be more likely to worry about whether it is acceptable to his relevant groups, and the chance 
of abandoning such behavior would be higher because computer hacking is clearly not accepted in 
most social and family groups. In contrast, in a strongly individualistic society such as the US, once 
an individual developed the skill and ventured into computer hacking, he would be less concerned 
about what others would think of him or his behavior, thus more likely to continue this behavior and 
adventure on computer hacking.  
One last interesting difference between the two samples is the role of gender in computer hacking. 
While literature on computer hackers has in general assumed hacking as a male dominated 
phenomenon based on anecdotal evidence, our results suggest that it is largely true. We found that 
being male is a strong predictor for intention to computer hacking for the Chinese students (significant 
at p < 0.05 or better in 7 out of 8 regression models), but not a predictor at all for the American 
students (not significant in all 8 regression models). However, further examination of the 
demographics of the respondents (Table 2) shows this might be an artefact of the gender composition 
of samples: there are about 66% males and 34% females in the Chinese sample, a relatively gender 
balanced sample, as compared to about 85% males and 15% females in the American sample, making 
it almost a unisex sample, thus supressing the influence of gender in the regression models.       
6 CONCLUSION 
Our study is one of the few empirical studies we know of that tested the factors contributing to the 
emergence of computer hackers among the youth population. Given the scarcity of studies and lack of 
strong theoretical foundations in this nascent area, our research is exploratory in nature. We attributed 
the differences between the Chinese and US samples to the differences in national cultures, but other 
important factors, such as social norms and legal environment related to computer hacking, could be 
important as well and need to be further explored. Future research could expand the pool of subjects 
and conduct more extensive qualitative and quantitative research. The current study can be used as a 
starting point for developing interview questions and survey instruments. As an exploratory study, our 
focus was to identify the main factors that contribute to the emergence of computer hackers. As a 
result, we did not use an overarching theory to guide the design of the study. Future research could be 
significantly improved if constructs and their relationships based on one or more strong overarching 
theories could be tested. However, the current study can certainly serve as the foundation for 
developing a theory or theories about the emergence of computer hackers. Finally, the samples were 
from one university in China and one in the US. The finding could be significantly enriched if a larger 
sample that involved students from multiple universities and in multiple countries could be used for 
future studies.  
Nonetheless, we believe this study has opened a new direction and multiple possibilities for research 
on this interesting and increasingly critical area of information security. These preliminary findings 
can also be used as a guideline by families, parents, and university counselors to develop programs 
that prevent students from doing computer hacking. For instance, given the consistent effect of routine 
activities on the Chinese sample, students can be directed to participation more in team sports and less 
computer game playing. On the other hand, for American students, given the effect of self control 
variables, closer monitoring and guidance of students who show strong temper, self-centeredness, and 
risk seeking behavior as well as students who prefer simple and physical tasks may help prevent these 
students from becoming computer hackers and set them on to career and professional tracks that are 
productive to society.   
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